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The  machine  opera tor
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PRODUCE
EFFICIENTLY. 

Above all else, the machine operator must:

Produce.
... and mus t do it with the  highes t poss ible  e fficiency.

But for machine operators today, machines are 

still like (most) cars:
They do the  job, but 

 They were  deve loped yes te rday,

 Are  hardly upgradeable  for tomorrow and

 Seldom a llow s tra ightforward 
and/or secure  da ta  access .
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The  machine  opera tor
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PRODUCE
EFFICIENTLY. 

Above all else, the machine operator must:

Produce.
... and mus t do it with the  highes t poss ible  e fficiency.

Even more problems:
 Inves tments  mus t be  protected

 Unplanned downtime due  to crashes , jams  and fa ilures

 Connecting Shopfloor-IT and Automation Networks  is  
complex

 New machines  mus t be  integra ted into complex 
exis ting sys tems

 Less  and less  qua lified persona l a t the  shop floor
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ctrl X AUTOMATION 
Our answer
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• Highes t ava ilability

• Bes t qua lity

• Fas tes t performance

OEE
HIGHER 10%

HIGHER
PRODUCTIVITY
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DISTRIBUTED INTELLIGENCE
Drive-based, Embedded, IPC – ensures  da ta  access  
secure ly from its  source

DEVICE MANAGEMENT
Centra l adminis tra tion of connected devices  – Inventory, 
Software  dis tribution, Remote  Access…
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FOR YOUR FACTORY OF THE FUTURE
EDGE-BASED INTELLIGENCE 

CONNECTIVITY PLUS
30+ secure  protocols  for da ta  acquis ition and loca l a rchiving for bus iness  
inte lligence

STANDARDIZED DATA AGGREGATION
The eas ie r your devices  exchange  information, the  more  e fficient they a re*

SECURE NETWORK APPLIANCE 
Router, Firewall and VPN – the  ta rge t: maximum security and machine  
ava ilability

ctrl X AUTOMATION 
Our answer
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ctrl X AUTOMATION +
Our answer
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• Highes t ava ilability

• Bes t qua lity

• Fas tes t performance

OEE
HIGHER ? %

EVEN MORE 
HIGHER PRODUCTIVITY

ctrlX IOT/ctrlX WORLD
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ctrl X AUTOMATION
The  USER TREND – APPS
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iOS – Operating System

Core Services

Trus ted
Security Services

Certifica tes Keychain

Location Databases Motion

Applications

ctrl X CORE X3 

Linux Operating System

Container Host

Applications
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ctrl X World
73 partners

COMMUNICATION

ENGINEERING

FACTORY IT

HMIMECHATRONICS MOTION

PLC

SECURITY

SENSE & VISION

SERVICES

TECHNOLOGY

IOT

DEVICE
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Wha t will be diffe rent
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ctrl X AUTOMATION

Integra torIntegra tor Integra tor Integra tor

Equipment-Leve l / „Edge“

Integra tion

Shopfloor-IT

Enterprise -IT

MES SCADA Quality Analytics  

ERP 

Open standards   -- expandability by the customer  -- can be integrated into existing systems



Business Unit Automation & Electrification Solutions | November 2019
© Bosch Rexroth AG 2019. All rights  re se rved, a lso regarding any disposa l, exploita tion, reproduction, editing, dis tribution, as well a s  in the  event of applica tions  for indus tria l property rights .

ctrl X AUTOMATION +
Our answer
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• Highes t ava ilability

• Bes t qua lity

• Fas tes t performance

OEE
HIGHER 20 %

EVEN MORE 
HIGHER PRODUCTIVITY
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Wha t will be diffe rent
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ctrl X AUTOMATION + 

Integra torIntegra tor 

ctrlX

ERP 

Integra tor Integra tor

ctrlX ctrlX ctrlX ctrlX
Equipment-Leve l / „Edge“

Integra tion

Shopfloor-IT

Enterprise -IT

MES SCADA Quality Analytics  

ERP 

Open standards   -- expandability by the customer  -- can be integrated into existing systems
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Our answer
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ctrl X AUTOMATION 

8 WAYS FOR
HIGHER OEE
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ctrl X AUTOMATION – End user benefits 
@Edge  Leve l
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Increase 
Connectivity

Increase 
Security

Manage devices 
centrally

1

2

3

4

Fas t and direct access  
to a ll machine  and 

process  da ta

Get complete OEE 
transparency
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ctrlX IOT
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OT mee ts  IT with ctrlX IOT

The all -in -one device

Web-HMI

PLC

Router Firewall

IoT-Gateway
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ctrlX IOT
ctrlX CORE: Machine Edge
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Machine  Leve l

Sensors

PLCs

Further devices

da ta

da ta

da ta

Data collection

Supported protocols, e.g.
• OPC UA
• MQTT 
• Modbus  TCP
• Siemens  S5, S7 
• Beckhoff ADS
• Allen-Bradley 
• …

Data processing Data provisioning

Event Monitoring & 
Genera tion

Data Prepara tion

!

Data  tra ffic 
Reduction

Cloud & IT Systems
• Azure  IoT Hub
• AWS
• Nexeed MES/IAS
• InfluxDB
• …

Protocols, e.g.
• OPC UA
• XML
• TCP/IP
• MQTT 
• REST
• ….

Visualization

Cloud

Databases

Other systems

 Data ana lytics , 
 Predictive maintenance , 
 Visua liza tion & notifica tion
 OEE optimiza tion 
 Business inte lligence
 …

Cloud / Ente rprise  IT 
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ctrlX Device  Porta l

ctrlX IOT
Bosch Globa l Software  Technologies - DeviceBridge
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ctrlX CORE

…Machine

Plant ne twork

Inte rne t

Machine Machine

Machine  ne twork

Data Layer

Other IT
App

Other IT
App

Other IT
App

SEAMLESS OT-IT INTEGRATION
Acquire  da ta  from Shopfloor and send to top floor

ACQUIRE
Supports  40+ Controlle rs  – PLC/CNC/Sensors , e tc.

TRANSFORM
Smart Data  Process ing a t Edge

DELIVER
Send da ta  to Data  Layer or directly to 15+ IT 
Applica tions

*available  RM22.07
ctrlX App

ctrlX Cloud 
App
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ctrl X AUTOMATION – End user benefits 
@Edge  Leve l
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Increase 
Connectivity

Increase 
Security

Manage devices 
centrally

1

2

3

4

Increased protection 
of machines  aga ins t 
ne twork a ttacks  from 
hackers , viruses  and 

trojans .

Get complete OEE 
transparency
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ctrl X IOT
Integra ted & Secure

ctrl X AUTOMATION
Security is  enabled from the  moment it is  powering up
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ctrl X CORE is  
secured by 

des ign

ctrl X CORE is  
secured by 

default
Security certified 

according to
IEC 62443 SL3 

ctrl X CORE 
runs  Linux 

Ubuntu Core  
OS

ctrl X IOT 
Security Apps :

VPN 
ClientFirewall

Remote Access
Access the  devices  in your manufacturing network 

and your machine network from overa ll in the  world.

VPN 
Client

Routing and Firewall
Secure ly insulate networks from each other and 

block unwanted traffic .

Firewall

Secure OPC UA
Access your machine data from your manufacturing 

ne twork or via  remote  access

Network Monitoring
Detect security anomalies and network stability 

issues as  ea rly as  poss ible

USE CASESFEATURES
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ctrlX SERVICES
Security Consulting 
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EVALUATION OF THE CURRENT SECURITY STATUS
 Carrying out risk and threa t ana lyses
 Carrying out vulnerability scans  (Vulnerability Assessment)

INCREASING THE LEVEL OF SAFETY 
 Crea tion of individua l security concepts  (concre te  measures) to minimize  risks  and increase  

security
 Support with the  implementa tion of security measures
 Introduction to the  IEC62443 series  of s tandards  and support in implementing your 

requirements

BUILDING SECURITY COMPETENCE
 Carrying out tra ining courses  to increase  awareness  and acquire  IT security knowledge
 Support for the  integra tion of IT security processes  (e . g. vulnerability management, incident 

management, ...) 

Assess 
Security 

State

Increase 
Security

Build 
Security 

Skills
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ctrl X AUTOMATION – End user benefits 
@Edge  Leve l
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Increase 
Connectivity

Increase 
Security

Manage devices 
centrally

1

2

3

4

Monitoring, Backup + 
Res tore , Updates  and

Remote  Access  
via  

ctrlX Device  Porta l

Get complete OEE 
transparency
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ctrlX SERVICES
ctrlX Device  Porta l
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Availability in particular country based on demand and loca l regula tions .

REMOTE ACCESS 
to control

DEVICE INFORMATION 
(e .g. ins ta lled software
vers ion)

management of
BACKUP & 
RECOVERY

software
INSTALLATION 
AND UPDATE

device
ORGANIZATION

AVAILABILITY INFORMATION 
about upda tes and extens ions

ONE central tool for

FOR MACHINE BUILDERS:
 SHIFTING VARIANCE INTO SOFTWARE by libera tion from

fixing functions a t SOP 
 EFFICIENTLY SERVICING MACHINES with one centra l tool
 INCREASING AFTER SALES by se lling functions via  upda te  

over the a ir

FOR END-USERS:
 EASING DIGITIZATION with centra l tool for remote  

maintenance
 IMPROVING SECURITY by frequent software updates

on hand
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Increase 
Connectivity

Increase 
Security

Manage devices 
centrally

1

2

3

4
Get complete OEE 
transparency

OEE worldwide  monitoring

OEE monitoring of a  
particula r line

ctrl X AUTOMATION + – End user benefits
@Shopfloor-IT
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ctrl X World
73 partners

COMMUNICATION

ENGINEERING

FACTORY IT

HMIMECHATRONICS MOTION

PLC

SECURITY

SENSE & VISION

SERVICES

TECHNOLOGY

IOT

DEVICE
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ctrl X AUTOMATION + – End user benefits
@Shopfloor-IT

24

5

6

7

Improve production 
performance

Integrate easier 
and faster 
devices and 
machines

Use less energy 
and decrease CO2 
footprint Condition & Process  

Monitoring
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ctrl X AUTOMATION + – End user benefits
@Shopfloor-IT
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5

6

7

Improve production 
performance

Using a  sequence  ana lys is  
to de te rmine  reasons  for 

machine  downtimes

Integrate easier 
and faster 
devices and 
machines

Use less energy 
and decrease CO2 
footprint



Business Unit Automation & Electrification Solutions | November 2019
© Bosch Rexroth AG 2019. All rights  re se rved, a lso regarding any disposa l, exploita tion, reproduction, editing, dis tribution, as well a s  in the  event of applica tions  for indus tria l property rights .

26

5

6

7

Improve production 
performance

Integrate easier 
and faster 
devices and 
machines

Use less energy 
and decrease CO2 
footprint

New freedom with 
5G-based automation

Easy integra tion of 
machines  with OPC 
UA down to the  fie ld 

leve l

Machine  1 Machine  2

Line  / P lant Control

OPC UA TSN-based
cross communication

ctrl X AUTOMATION + – End user benefits
Next
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5

6

7

Improve production 
performance

Integrate easier 
and faster 
devices and 
machines

Use less energy 
and decrease CO2 
footprint

Smart light 
management, 

Monitor energy 
consumption,

Manage  energy peak 
demand

ctrl X AUTOMATION + – End user benefits
Next
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