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The machine operator

Above all else, the machine operator must:

Produce.

... and must do it with the highest possible efficiency.

But for machine operators today, machines are
still like (most) cars:

They do the job, but
» They were developed yesterday,

* Are hardly upgradeable for tomorrow and I I { D U C E
= Seldom allow straightforward
and/or secure data access.
|
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The machine operator

Above all else, the machine operator must:

Produce.

... and must do it with the highest possible efficiency.

Even more problems:

* Investments must be protected

» Unplanned downtime due to crashes, jams and failures

= Connecting Shopfloor-IT and Automation Networks is
complex
» New machines must be integrated into complex
EFFICIENTLY
m

= Less and less qualified personal at the shop floor
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ctrl X AUTOMATION

Our answer

HIGHER
PRODUCTIVITY

10%

* Highestavailability

* Bestquality

* Fastestperformance
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ctrl X AUTOMATION

CONNECTIVITY PLUS
30+ secure protocols for data acquisition and local archiving for business
intelligence

STANDARDIZED DATA AGGREGATION

The easier your devices exchange mnformation, the more efficient they are*®

SECURE NETWORK APPLIANCE

Router, Firewall and VPN — the target: maximum security and machine
availability
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DISTRIBUTED INTELLIGENCE
Drive-based, Embedded, IPC — ensures data access
securely from its source

DEVICE MANAGEMENT
Central administration of connected devices — Inventory,
Software distribution, Remote Access...
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ctrl X AUTOMATION + ctrIX 10T/ctrIX WORLD

Our answer

EVEN MORE
HIGHER PRODUCTIVITY

? %

Highest availability

Best quality

Fastest performance
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ctrl X AUTOMATION
The USER TREND — APPS

MOTION Server

PLC
- ctriX

icatuons

OPCUA Node-RED

|
et

o

WEBIQ

SERVER

mosavitto

ctrl X CORE X3
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ctrl X World

73 partners
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R e e

Sensor Intelligence.
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ctrl X AUTOMATION
What will be different

Enterprise-IT

ERP
[ MES ][ SCADA }[ Quality }[ Analytics] Shopfloor-IT
Inte grator}[]nte grator][ Integrato%[ Inte grator] Inte gra tion

/c ? f@“ gg\ Equipment-Level/ , Edge*

Open standards -- expandability by the customer  -- can be integrated into existing systems
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ctrl X AUTOMATION + NEXEED

Our answer

EVEN MORE
HIGHER PRODUCTIVITY

20 %

* Highestavailability

* Bestquality

* Fastestperformance
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ctrl X AUTOMATION + NEXEED
What will be different

Enterprise-IT

ERP ERP

[ MES ][ SCADA ][ Quality }[Analytics] Shopfloor-IT NEXEED

]ntegrator}[[ntegrator][ Integrato%[ Integrator Inte gra tion / / \\

(ctrIX) ctr]X ctrlX ctrlX ctrlX

/ € § o & éﬁ\ Fupmenael AR € 7 e éﬁ-“

—

Open standards -- expandability by the customer  -- can be integrated into existing systems
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8 WAYS FOR
HIGHER OEE



ctrl X AUTOMATION — End user benefits
@Edge Level

Increase
Connectivity

Fast and direct access

VPN Configuration

to allmachine and

<3> process data
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ctriIX IOT
OT meets IT with ctrIX IOT

g, = 0

coe V

v/

The all -in-one device loT-Gateway

S

Business Unit Automation & Electrification Solutions | November 2019 rex roth
© Bosch Rexroth AG 2019. Allrights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights.

A Bosch Company




ctriIX IOT

ctrIX CORE: Machine Edge

Machine Level

O

[ ]

Sensors

PLCs

ﬁ: data

Further devices

Node-RED Device

ctriX ctriX

.................... & BOSCH

OPCUA
Server
ctrlX | ctrlX

Bridge

v Data analytics,

v Predictive maintenance,

v’ Visualization & notification

v" OEE optimization

v Business intelligence

Vo

Tal]
I-I data
|

Data collection

Supported protocols, e.g.
+ OPCUA

* MQTT

* Modbus TCP

* Siemens S5,S7

* Beckhoff ADS

* Allen-Bradley
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Data processing

Event Monitoring &

®" (Generation

I /’ Data Preparation

<4m Data traffic
mPp Reduction

Data provisioning

-

Cloud & IT Systems

Azure IoT Hub
AWS

Nexeed MES/IAS
InfluxDB

Protocols, e.g.

OPC UA
XML
TCP/IP
MQTT
REST

Cloud / Enterprise IT

Visualization

"
Cloud

D

Databases

=

Other systems
Ty

PR
e
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ctriX IOT
Bosch Global Software Technologies - Device Bridge

SEAMLESS OT-IT INTEGRATION E
Acquire data from Shopfloor and send to top floor ‘ = ctrlX Device Portal
Internet

I ]
ACQUIRE
Supports 40+ Controllers — PLC/CNC/Sensors, etc. Plant network | | I
TRANSFORM Other IT Other IT Other T
Smart Data Processing at Edge App App PP
D E L IVE R rexroth - ctrIX CORE x

Send data to Data Layer or directly to 15+ IT
Applications

Device Machine network

Bridge

@ BOSCH —
Data Layer g
T | ] 1

i Machi i ;
Device chmne Machine Machine

Bridge

BOSCH

*available RM22.07
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ctrl X AUTOMATION — End user benefits
@Edge Level

Increased protection
Incregse . .
Security of machines against

network attacks from

<3> hackers, viruses and
trojans.
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ctrl X AUTOMATION

Security 1s enabled from the moment it 1s powering up

ctrl X CORE is
secured by
default

ctrl X 10T
Integrated & Secure

ctrl X CORE is
secured by
design

OPCUA
Server

ctriX

© Bosch Rexroth AG 2019. Allrights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial prope
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ctrl X CORE
runs Linux
Ubuntu Core

(0N}
FEATURES

Security certified

IEC 62443 SL3

according to

ctrl X 10T
Security Apps:

VPN

EASJ Firewall
Client Client
ctriX  ctriX = ctriX

Remote Access

Access the devices in your manufacturing network
and your machine network from overall in the world.

ctriX

Routing and Firewall

Securely insulate networks from each other and
block unwanted traffic

OPCUA OPC UA
Server Client
ctriX = ctriX

Secure OPC UA

Access your machine data from your manufacturing
network or via remote access
Network Monitoring =::
Detect security anomalies and network stability
issues as early as possible

USE CASES
rexroth
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ctrIX SERVICES
Security Consulting

EVALUATION OF THE CURRENT SECURITY STATUS

*= Carrying outrisk and threat analyses

» Carrying out vulnerability scans (Vulnerability Assessment)

INCREASING THE LEVEL OF SAFETY

= Creation of individual security concepts (concrete measures) to minimize risks and increase
security

= Support with the implementation of security measures

* Introduction to the IEC62443 series of standards and support in implementing your
require ments

BUILDING SECURITY COMPETENCE

»= Carrying out training courses to increase awareness and acquire IT security knowledge

= Support for the integration of IT security processes (e. g. vulnerability management, incident
management, ...)

Business Unit Automation & Electrification Solutions | November 2019

© Bosch Rexroth AG 2019. Allrights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights.

Assess
Security
State

Increase
Security

Build
Security
Skills
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ctrl X AUTOMATION — End user benefits
@Edge Level

Increase
Connectivity

— Q Monitormg, Backup +
Security Restore, Updates and

Remote Access

Manage devices 3 via
trall .
o ctrl Device Portal

Get complete OEE
transparency
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ctrIX SERVICES
ctrIX Device Portal

FOR MACHINE BUILDERS:

= SHIFTING VARIANCE INTO SOFTWARE by liberation from
fixing functions at SOP

= EFFICIENTLY SERVICING MACHINES with one central tool
* INCREASING AFTER SALES by selling functions via update

over the arr

©

DEVICE INFORMATION software
(e.g. installed software INSTALLATION
version) AND UPDATE

ONE central tool for

= EASING DIGITIZATION with central tool for remote rEnE._
maintenance
device \ management of
] b
IMF;IRO(;/ING SECURITY by frequent software updates ORGANIZATION BACKUP &
on han RECOVERY
i
C)
AVAILABILITY INFORMATION REMOTE ACCESS
about updates and extensions to control
Availability in particular country based on demand and local regulations.
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ctrl X AUTOMATION + NEXEED — End user benefits

@Shopfloor-IT

Increase
Connectivity

Increase
Security

Manage devices

centrally 3
Get complete OEE
transparency

Nexeed MES Management View 4.2 @ BOSCH

xxxxxxxxx usiness Units ®

World 0o

® Onine

OFE Target OEE
oFE 61.0% | 86.0%
61.0% | F PC (Parts) Target PC

e OEE worldwide monitoring

Bel:
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oFE Target OEE
OFE 635% | 89.0%

635% 4§ PC (Parts) Target PC
1,433 L 2,084

Africa > n o

Target OFE

Live Heatmap @) BOSCH

~ M Display rumber of parts in buffers ®

i3
OEE monitoring of a q
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TEESSEEREETR S
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ctrl X World

73 partners

coMMUNICATION [l securiTY B MEcCHATRONICS B MOTION
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Sensor Intelligence.
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ctrl X AUTOMATION + NEXEED — End user benefits

@ Shopfloor-IT

Improve production
performance

Integrate easier
and faster
devices and
machines

Use less energy
and decrease CO2
footprint

BOSCH

&I @ oncdien ~ [Chs]

o = MNWMMMWWW@Wﬂﬂpnrﬁw,(bxWwwwwmmmwwwwwmw

: me h\ M umrwwww ’Jw\www ﬁ M

Condition & Process

Monitoring
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ctrl X AUTOMATION + NEXEED — End user benefits
@Shopfloor-IT

Live Historic  Process Rules vents Details

(k5G] Training

Improve production 'y - _ Th 1= e
performance L 1t = | = I'D- =

..............

Integrate easier
and faster
devices and
machines

Use less energy e —— . :
and decrease CO2 = — Using a sequence analysis
footprint = — .
— e — to determme reasons for
Wkt (sn ool ,,, . [T— m:,,.,_ . . !
= — machine downtimes
e N i
o [ ] &
I -
O &
penes N 4
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ctrl X AUTOMATION + NEXEED — End user benefits
Next

E E Line / Plant Control
2

Improve production Ne W ﬁe C d()m Wlth

performance Machmel _______________ ,M"} chine2
5G-based automation [ ;
/o’ /00
— 4 /2

Integrate easier _ﬁ@/
and faster I E
devices and ffF ((:

hi . : B [ (e
machines Easy mtegration of e Un e

. g cross communication LK
Use less energy ma ChlIle S Wlth OPC E —l_ A
and decrease CO2
footprint UA dOWIl to the ﬁe ld
level o

_____________________________________________________________

26 Business Unit Automation & Electrification Solutions | November 2019 rexroth
© Bosch Rexroth AG 2019. Allrights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights.
A Bosch Company




ctrl X AUTOMATION + NEXEED — End user benefits
Ne xt

Improve production °
performance .
Smart light

management,
Integrate easier
and faster e
devices and :
machines Monitor energy
consumption,

Use less energy
and decrease CO2 7
footprint

Manage energy peak
demand 1
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